
International Journal of Advances in Computer Networks and Its Security– IJCNS
                Volume 4 : Issue 3       [ISSN 2250 – 3757]

                                                                 Publication Date : 30 September,  2014

1 

Semantically Enhanced Cyber Security over Clouds: 

Methodological Approach  

Ramo Šendelj, Ivana Ognjanović 

 
Abstract—Cloud computing is achieving increased popularity 

among both, researchers and practitioners; while security is one 

of the major issues which reduces its growth and complications 

with data privacy and data protection continue to plague the 

market. Stimulated by the promising solutions of Semantic Web 

(also known as Web 3.0) for addressing the problems of 

management and monitoring of services shared by different 

parties (with different semantics and interests), the service-

oriented transformations over cloud-computing processes are 

today a rapidly growing demand. In this paper we go one step 

further and propose methodology for increasing cyber security 

over cloud services by using Semantic Web technology, 

hierarchical ontology and intelligent reasoning techniques.  

Keywords—cyber security, cloud computing, semantic 

technologies, intelligent reasoning 

I. Introduction 
Nowadays, we are witnessing that cloud computing has grown 

from being a promising business concept to one of the fast 

growing segments of the IT industry. The term ‘cloud 

computing’ is popular and suddenly everywhere, with 

government leaders, industry executives, and the press all 

talking excitedly about this new concept [1]. The basic idea 

behind cloud computing is replacing computing as a personal 

commodity by computing as a public utility (from storing data 

to community via e-mail to collaborating on documents or 

crunching numbers on large data sets). As defined in [12] it is 

‘an emerging computing paradigm that promotes delivery of 

applications to users as services over the Internet while 

keeping the hardware, systems software and system 

maintenance away from her’.   

Despite of all the hype surrounding the cloud, enterprise 

customers are still reluctant to deploy their business in the 

cloud. Security is one of the major issues which reduces the 

growth of cloud computing and complications with data 

privacy and data protection continue to plague the market. The 

main concern that is beginning to grow is about just how safe 

an environment it is, as more and more information on 

individuals and companies (hereinafter, participant) are placed 

in the cloud. Each participant has a different business strategy 

and thereby may stress some specific security aspects over 

others, and the implications of security breaches are  
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confounded by the dynamics of communications and 

collaborations that occur throughout the network in the normal 

course of business. Furthermore, each participant operates 

autonomously and has legal and business control over its 

internal operations, data and other resources, and it is hardly to 

be expected that there exist homogeneity and compatibility 

between all parties. Traditional methods for collaboration 

between distributed systems include static and centralized 

approaches, trusted third party approaches and dynamic 

negotiation, which obviously expressed weaknesses associated 

with maintaining the security of the central security policy 

repository. 

Stimulated by the promising solutions of Semantic Web (also 

known as Web 3.0) for addressing the problems of 

management and monitoring of services shared by different 

parties (with different semantics and interests), the service-

oriented transformations over cloud-computing processes are 

today a rapidly growing demand in almost all sectors. Recent 

research is focused on making synergistic solutions for sevice-

oriented applications over clouds in the form of Business 

Process Families (BPFs) that are being configured for each 

participant independently [11]. Methods with tool support for 

semi-automated integration are proposed in [13], that heavily 

uses ontologies [14] and Semantic Web technologies [15] for 

semantic annotation of BPFs.  

In this paper we go one step further, and extend proposed 

model in [13] by addressing cyber security issues [16] and 

using intelligent reasoning techniques to maximize usability, 

efficiency, legal foundations and the security of a service-

oriented architecture of clouds. However, we provide 

knowledge and methods to design and implement semi-

automated semantically-enabled cyber-security system over 

cloud-computing environment (and its instances). 

II. Proposed Model 
Cloud computing is an emerging computing paradigm that 

promotes delivery of applications to users as services over the 

Internet [1, 2, 3] while each service is customized to each 

specific participant and its requirements. Therefore, each BPF 

in the cloud is specified with Business Process Family Models 

(BPFMs) (as proposed in [17]) and specific BPF is configured 

by selecting the desired features of the family. The BPFM is 

composed of feature models (FM) (representing all possible 

features of family members), Business Process Model 

Template (BPMT) (representing all business process variants) 

and corresponding mapping between two models. In the 

context of BPFs in the cloud, FM, BPMT and mapping models 
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are deployed to an external location on the Internet, while each 

instance has his own customized configuration of the family. 

The requirements (functional, non-functional, security) of the 

new application are investigated through the analysis phase. 

Business processes are developed by reviewing business goals 

and objectives and addressing security issues. In the analysis 

phase, business processes and services are identified and 

specified in a stepwise manner [41]. 

By following the same conceptual approach, we consider 

family model of cyber security issues over BPMFs as overall 

general model of artefacts specifying the security concerns in 

cloud computing environment. Many researchers have 

recently analyzed cyber security information that should be 

identified, exchanged and measured [16, 18, 19]. Ontological 

approach has been shown as the most promising, giving 

holistic perspective of cyber security operations and providing 

categories of cyber security operational information [20]. The 

complexity of ontological structure is imposed by abstracting 

the heterogeneity in semantics, technical, legal and other 

aspects and additional issues of providing the non-functional 

characteristics that should be used for measuring security 

thresholds.  

On the other side, since all cloud computing deployment 

approaches are not the same, while different, they are still 

considered to have models that are possible to be integrated. 

For the purpose of this paper, motivated by promising results 

in BPFMs [21, 22], we will assume that one integral 

hierarchical structure (hereinafter, Cyber Security Model-

CSM) could heavily cover all semantic diversity in 

characteristics, relationships and dependencies between cloud 

computing models and all involved parties. It builds upon the 

framework proposed in [23], and illustrated in Figure 1. 

 

 

 

 

 

 

 

 

Figure 1. Hierachical ontological structure (Cyber Security Model-CSM) 

Similarly to BPFM, these ontologies and hierarchical structure 

of CSM are deployed to an external location on the Internet, 

while each instance has his own customized configuration of 

the family, i.e. each ontological concept is assigned the value 

characterizing selected feature in the model.  

Furthermore, as shown in [24], by having specific vales for 

each ontological concept, aggregation operations should be 

used in order to provide overall values of cyber security 

concerns for each instanced BPF. Quantitative measures are 

provided in [18], enabling rationalization of related decision 

making.  

Methodologically, integration of CSM simultaneously to 

integration of BPFM is depicted in Figure 2. It is built as 

extension of the framework proposed in [13], and upon the 

framework proposed in [21, 22] representing common practice 

in BPMFs. In our methodology, final result of Requirement 

Engineering, Domain Design and Realisation and Application 

Engineering phases, is integrated and configured BPF (in 

addition to [13] which does not address Application 

Engineering phase)  with assigned cyber security values for all 

constitutive elements (e.g. services, platforms, applications, 

etc.) and the model as a whole.  

In the Requirement engineering phase we propose the 

following activities (as extension to those proposed in [13]): 

 Examination of relationships between features of 

independent families by employing ontologies and 

Semantic Web technologies. For example, considered 

on clouds, the same business process by intention 

may have different actual realizations (e.g. some 

services and/or sub-processes should be executed 

before the other one, etc). It imposes relations 

between hierarchies in CSM and/or among them. 

 Verification and Validation of relationships in FM 

and concepts and relations in CSM (validation with 

both, target customers and developers, and their legal 

and operational issues, while verification mechanisms 

[25] should be applied for checking inconsistencies). 

 Integration selection is an activity where an 

integration approach is decided among each specific 

relations between features in FM, and appropriate 

aggregation approaches are decided at each level in 

CSM hierarchy by respecting constraints and 

relations in FM (mostly often by provision on 

bottom-up approach [24]) 

 Transformation is the final activity resulting with FM 

of the integrated family and CSM over it. 

Furthermore, mapping between FM and CSM is 

specified enabling assigning values specific to 

concrete FM realisation with services, as follows in 

the next phase.  

In the next phase of Domain design and implementation, the 

same activities are proposed, finally resulting with BPMT and 

annotated CSM. The following activities are proposed: 

 Examination of relationships between business 

processes in BPM 

 Verification and validation of relationships for 

semantic and well-formedness 

 Integration selection, i.e. the selection of predefined 

integration options and extension of aggregating 

approaches over CSM hierarchy in accordance with 

relations and constraints in BPMT 
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 Transformation from input BPMTs to the integrated 

BPMT with assigned CSM. 

 

Figure 2.Integration of cyber security model with business process families 
over cloud 

Finally, during Application Engineering phase, specific 

features are selected (by respecting all defined relations and 

constraints) and configured (by selection of appropriate 

services from available). It imposes final configuration of 

CSM, generated in two steps:  

 Configuration by selection of appropriate services in 

BPMT and corresponding values of security concerns 

in CSM at the lowest level of the hierarchy 

 Propagation of values in configured CSM, by 

application of specified aggregation rules having 

inputs of specific values at the lowest values of the 

hierarchy. 

This paper is not focused on making analyses of 

requirements by which fulfilment the set of appropriate 

services is selected in the model. Its selection directly gives 

security values in CSM, which implicitly put security 

requirements as additional group of requirements that should 

define selection process.  

III. Foundations  

A. Ontology over Clouds 
Use of ontology toward cyber security in cloud computing is 

recently analysed by considering and analysing actual cyber 

security operations in the context of non-cloud computing 

[20]. Ontology proposed in [20] can be used for providing a 

framework for sharing and reutilizing cyber security 

operational information over clouds. It analyses three domains 

of cyber security operations: IT Asset Management (with 

entities Administrator and IT Infrastructure Provider), Incident 

Handling (with entities Response Team and Coordinator) and 

Knowledge Accumulation (with entities Researcher, Product 

& Service Provider, and Registrar). 

On the other side, hierarchical structure of security ontology is 

proposed in [28], by specifying three sub-ontologies at first 

level: security, enterprise, and location. Security sub-ontology 

further has five concepts: attribute, threat, rating, control and 

vulnerability, etc.  

Information security ontology proposed in [29] integrates 

aspects of human-behavioural implications resulting from 

information security management decisions, before security 

controls are deployed.  

In [26], a security management framework is proposed for an 

arbitrary information system, by developing security ontology 

with reusable security knowledge interoperability, aggregation 

and reasoning exploiting security knowledge from diverse 

sources. It also addresses the separation of security 

requirements from their technical implementations facilitates 

the security management.  

Also related to our approach, [27] proposes vulnerability-

centric approach for constructing security ontology since 

weaknesses can be identified in the requirements, design and 

implementation phases. This ontology gives a framework for 

integration of vulnerabilities into the security requirements 

and their relationships. 

The viewpoint proposed in this paper is on integration of 

actual ontologies having different concerns and viewpoints, 

while the promising solution is on creation of hierarchical 

structure with relations and constraints often used in semantic 

technology environment [23].  
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B. Intelligent Reasoning 
An aspect of intelligent reasoning techniques used in this 
paper is focused on making sophisticated analyses over 
hierarchical ontological structure, making aggregation 
operations (respecting defined constraints and relations) and 
making predictions and estimations of security threshold 
values in the model. 

There is a variety of methods and techniques primary 
developed in other fields, such as data mining, operational 
research, databases etc. As shown in [7], there is no general 
best fitting approach, and the most appropriate one should be 
selected in accordance with domain characteristics and 
semantic structure. In the following we outline just a few 
methods in beneficial domains, but not limiting on them. 

 Data mining techniques [40] can be used for 
revealing patterns among collected data; on what 
basis clustering techniques (k-means, hierarchical 
clustering, rule generation, etc.)[39, 38] can be 
applied for classifying security concerns and 
determination of their threshold values; 

 Methods for quantitative and qualitative analyses of 
requirements, among which the most well-known and 
widely used are AHP [9], TCP-nets and CP-nets [5], 
cp-theory [6], etc. These methods can be applied in 
order to prioritize available services by defined 
requirements 

 Mostly related to our work, the aggregation scheme 
of non-functional characteristics over BPMs proposed 
in [10] is extended by respecting variability in 
BPMFs giving an aggregation model for QoS 
computation which takes both variability and 
composition patterns into account [24]. Similar 
approach should be applied over CSM by taking into 
account patterns in BPMT and relations and 
constraints among and over hierarchies in CSM. 

C. Legal and Operational Issues over 
Clouds 

Legal issues over clouds include consideration of 

jurisdictional issues, an understanding and the evaluation of 

cloud stakeholder rights, and technical approaches to 

addressing the associated legal and jurisdictional issues. More 

specifically, legislatives and legal procedures should arrange 

the following [4, 36, 16, 18]: (i) compliance with laws and 

industry regulation and its requirement (i.e. laws, technical, 

legal, compliance, risk, and security); (ii) Understand the 

contractual responsibilities of each party; (iii) Determine how 

existing compliance requirements will be impacted by the use 

of cloud services, for each workload (i.e., set of applications 

and data), in particular as they relate to information security; 

(iv) Specialized compliance requirements for highly regulated 

industries (e.g., finance, health care); (v)  make agreement 

between customers and providers how to collect, store, and 

share compliance evidence (e.g., audit logs, activity reports, 

system configurations), etc. 

IV. The proposed Highly Secured 
Support for Cloud Computing 

As shown on Figure 3, benefits of using hierarchical 

ontological approach of cyber security issues over clouds 

integrated with semantically enabled service families, are 

multiple and may be applied for each instance of the family. 

More specifically, proposed CSM should be constructed 

during Domain Engineering and Domain Design and 

Realisation phases, and later configured during Application 

Engineering phase. Additionally, after obtaining the final 

instance of family (i.e. final software system on clouds), the 

same model can be used for monitoring security values of its 

each component during the whole cyber life-cycle activities 

(i.e. prevention, detection, (re-)action, retrieval, etc.). 

 

 

 

 

 

 

Figure 3. Knowledge Repository 

 More specifically, the following activities are recognised: 

 Continual support to checking threshold values 

aimed on periodical measuring all security values in 

CSM, their aggregation and  identification of 

potential violation of the permitted thresholds; 

 Creation of Knowledge Repository representing 

stored historical data of security values over the 

model. The repository should contain records of each 

periodical measuring of security values over CSM for 

each individual instance. In this paper we do not 

address the issue of legal and ownership issues over 

the Repository since several providers may existing 

and each customer is sharing the resources. 

 Dynamic changes in CSM and individual instances 

(for the aspect of security issues) imposed by 

constant changes and enriches in cyber attacks and 

threats, but identified, extracted and integrated from 

meaningful information from Knowledge Repository. 

Theoretically, proposed CSM with Knowledge Repository 

should be self-adapted and semi-automated for processing 

meaningful information and generating security mechanisms 

and activities. Data mining and intelligent reasoning 

techniques are promising solutions, and the whole approach is 

built upon solutions and results presented in [40, 21, 22]. 
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V. Related Work 
Cloud computing is recently one of major challenges for 

researchers and scientific community in general. Several 

groups and organization are interested in developing security 

solutions and standards for the cloud. The potentials of 

semantic technologies in this filed are recognized by Cloud 

Computing Alliance [30]. Yet, the technological and legal 

realization of the vision is still in its infancy. There is no 

general framework for addressing this issue.  

Some researchers are focused on development of tough 

security architecture (e.g. [31] proposes four-tier framework 

for web-based development), and making separate 

considerations of different deployment models of clouds [32, 

33]. [33] proposes a cloud service broker model to serve as a 

trusted interface between the enterprise, cloud service 

providers and other organizations collaborating in a value 

network. Furthermore, a Trusted Third Party is proposed in 

[16] with defined specific tasks aimed on assuring specific 

security characteristics within a cloud environment. They 

make identification of user-specific security requirements and 

make categorization of threats accordingly. Proposed trusted 

third party has potentials to be relied upon for: (i) Low and 

High level confidentiality; (ii) Server and Client 

Authentication; and (iii) generating Security Domains; (iv) 

cryptographic Separation of Data, and (v) Certificate-Based 

Authorization.  

The issue of providing security measurements over clouds is 

also partially addressed by many researchers, enabling 

analyses of cloud computing as a business model. [18] gives a 

quantitative model of security measurements that enables 

cloud service providers and cloud subscribers to quantify the 

risks they take with the security of their assets. Also, 

quantitative measurements can be used as a basis for making 

security related decisions in cloud environment. On the 

another side, [34] proposes division of security metrics 

between protective metrics and behavioral metrics. To this 

end, three security metrics are proposed, namely the MTTF 

(Mean Time to Failure), MTTCF (Mean Time to Catastrophic 

Failure) and MTTR (Mean Time of Repair). MTTF-metrics 

are also discussed in [35] defining the following metrics: mean 

time to incident discovery, incident rate; mean time between 

security incidents; vulnerability scan coverage; percentage of 

systems without known severe vulnerabilities, and many 

others. 

To the best of our knowledge, there is no comprehensive 

approach enabling integration of all cyber security issues in 

one integral framework with defined metrics (quantitative and 

qualitative). Legal issues are also widely recognized and 

analyzed [32], supply chain security [37], economics, 

incentives and risks [36]. Our work is perfectly compatible 

with these works since we proposed hierarchical structure to 

integrate different security issues (presented with specific 

ontology due to its complexity, heterogeneity and shared 

parts). 

VI. Conclusions and Future Work 
In this paper, we have described a semantically enabled 

approach for improving security over service families in the 

Cloud. This approach has promising potentials due to proven 

benefits of using semantic Web technologies, and current 

trends in dynamic deploying of service process in the Cloud. 

Ontologies are also used to overcome heterogeneity and 

complexity in security over clouds, while semantic web 

technologies and intelligent reasoning techniques are proposed 

for making automatic identification, estimations and proactive 

security actions. 

This model can be used as a solid basis for future work in this 

direction, which should include (i) verification and formal 

validation of the whole approach, (ii) development of tool 

support, and (iii) evaluation of the approach by applying it on 

realistic case studies.  
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